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CLAIMS 



We claim: 

A method implemented in a client computer 
for remotelA debugging an application program over the 
Internet , comprising : 

(a) Nestablishing a connection between a client 
computer and a server computer over the Internet; 

(b) receiving a request from a debug program of 
said server compute^; 

(c) causing an application program of said 
client computer to generate a response to said request; and 

(d) transmitVing an indication of said response 
back to said debug program; and 

(e) repeating (Id), (c) and (d) multiple times so 
as to run said application program through a diagnostic 
sequence . 

2. The method according to claim 1, wherein 
said diagnostic sequence is provided to said debug program 
by a user of said server computer, 

3. The method according t& claim 1, wherein 
said diagnostic sequence is preprogrammed into said debug 
program. 



The method according to claim 3, further 
comprising det^^ipicj/'a debug request initiated by a user of 
said client computje^ prior to (a) 
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5\ The method according to claim 4, further 
comprising transmitting identifications of said application 
program and skid client computer to said server computer, 
after (a) . \ 

6. T\he method according to claim 4, further 
comprising transmitting a user identification and a 
password provided\by a user of said client computer to said 
server computer, after (a) . 

7. The mfethod according to claim 3, wherein the 
running of said preprogrammed diagnostic sequence is paused 
by a user of said server computer and control of said debug 
program is transferred Vo said user of said server 
computer, and further comprising: 

(f) receiving y request initiated by said user 
of said server computer; \ 

(g) causing said application program to respond 
to said request; \ 

(h) generating a graphics file including pixel 
information for a graphics image displayed on a display 
screen of said client computerV and 

(i) transmitting saiu graphics file to said 
server computer so that said graphics image is displayed on 
a display screen of said server computer. 

8. The method according, to claim 7, further 
comprising repeating (f ) through (i\ multiple times so as 
to allow said user of said server computer to remotely 
debug said application program. \ 
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An apparatus for remotely debugging an 
application\ program over the Internet, comprising a client 
computer including an interface program for: 

(a) \ establishing a connection between a client 
computer and a server computer over the Internet; 

(b) \ receiving a request from a debug program of 
said server con\puter; 

(c) pausing an application program of said 
client computer to generate a response to said request; and 

(d) transmitting an indication of said response 
back to said debua program; and 

(e) repeating (b) , (c) and (d) multiple times so 
as to run said application program through a diagnostic 
sequence . 

10. The apparatus according to claim 9, wherein 
said diagnostic sequence is provided to said debug program 
by a user of said server computer. 

11. The apparatus according to claim 9, wherein 
said diagnostic sequence \s preprogrammed into said debug 
program. 



12. The apparatus according to claim 11, wherein 
the running of said preprogrammed diagnostic sequence is 
paused by a user of said server computer and control of 
said debug program is transferred to said user of said 
server computer, and said interface program is further for, 
after (e) : 

(f) receiving a request initiated by said user 
of said server computer; 
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(g) causing said application program to respond 
to said request; 

(h) \ generating a graphics file including pixel 
information f&r a graphics image displayed on a display 
screen of said\ client computer; and 

(i) \transmitting said graphics file to said 
server computer\so that said graphics image is displayed on 
a display screemof said server computer. 



13. Th^ apparatus according to claim 12, wherein 
said program is further for repeating (f) through (i) 
multiple times so ate to allow said user of said server 
computer to remotelA debug said application program. 



14. A method implemented in a client computer 
for remotely debugging an application program over the 
Internet, comprising : 

(a) establishing a connection between a client 
computer and a server computer over the Internet; 

(b) receiving \a request from a debug program of 
said server computer; 

(c) causing an Application program of said 
client computer to respond ifco said request; 

(d) generating a\graphics file including pixel 
information for a graphics image displayed on a display 
screen of said client computer; and 

(e) transmitting said graphics file to said 
server computer so that said graphics image is displayable 
on a display screen of said server computer. 
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15. The method according to claim 14, wherein 
said graphics file is in a GIF, JPEG or TIF graphics file 
format. \ 

16. Vhe method according to claim 14, further 
comprising detecting a debug request initiated by a user of 
said client compiler, prior to (a) . 

17. TheVnethod according to claim 14, further 
comprising repeating^ (b) through (e) multiple times so as 
to allow a user of sadd server computer to remotely debug 
said application progryam. 

18. The methad according to claim 14, further 
comprising transmitting identifications of said application 
program and said client computer to said server computer, 
after (a) . \ 

19. The method according to claim 14, further 
comprising transmitting a user identification and a 
password provided by a user of\said client computer to said 
server computer, after (a) . \ 

20. An apparatus for remotely debugging an 
application program over the Internet, comprising a client 
computer including an interface program for: 

(a) establishing a connection between a client 
computer and a server computer over tne Internet; 

(b) receiving a request from a debug program of 
said server computer; \ 

(c) causing an application prbgram of said 
client computer to respond to said requesV; 
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generating a graphics file including pixel 
information\ £or a graphics image displayed on a display 
screen of said client computer; and 

(e)\ transmitting said graphics file to said 
server computer so that said graphics image is displayed on 
a display screen of said server computer, 

21. T^te apparatus according to claim 20, wherein 
said program is further for detecting a debug request 
initiated by a user of said client computer, prior to (a) . 

22. A method implemented in a server computer 
for remotely debugging an application program over the 
Internet, comprising: 

(a) receiving a request from a client computer 
over the Internet to d^bug an application program of said 
client computer; 

(b) transmitting back to said client computer a 
request for said application program to take an action; 

(c) receiving an indication of a response of 
said application program action back from said client 
computer; and 

(d) repeating (b\ and (c) multiple times so as 
to run said application program through a diagnostic 
sequence . 



23. The method according to claim 22, wherein 
said diagnostic sequence is provided to a debug program of 
a server computer by a user of said server computer. 
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A 4 . The method according to claim 22, wherein 
said diagnostic sequence is preprogrammed into a debug 
program of a\ server computer. 

25. \ The method according to claim 22, further 
comprising, prior to (b) : 

(al) Veceiving an identification of said 
application proaram from said client computer; and 

(a2) checking said application program 
identification against an application program 
identification list to confirm that a contractual 
obligation exists no debug said application program. 

26. The mtethod according to claim 22, further 
comprising, prior to \(b) : 

(a3) receiving an identification of said client 
computer from said client computer; and 

(a4) confirming that said client computer is 
authorized to run said application program by comparing 
said client computer identification against an authorized 
client computer identification. 

27. The method according to claim 24, wherein 
the running of said preprogrammed diagnostic sequence is 
paused by a user of said server computer and control of 
said debug program is transferred to said user of said 
server computer, and further comprising: 

(e) transmitting to\said client computer a 
re q Ues t for said application program to take an action; 

(f) receiving a graphics file including pixel 
information for a graphics image ^displayed on a display 
screen of said client computer in\fresponse to said actions- 
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(gO displaying said graphics image on a display 
screen of sard server computer; and 

(h) \ repeating (e) through (g) multiple times so 
as to allow saixi user of said server computer to 
interactively debug said application program by 
transmitting requests for said application program to take 
certain actions iA consideration of graphics images defined 
in graphics files deceived from said- client computer in 
response to prior such requests. 

28. An apparatus for remotely debugging an 
application program over the Internet, comprising a server 
computer including a deftug program for: 

(a) . receiving\a request from a client computer 
over the Internet to debug^ an application program of said 
client computer; 

(b) transmitting \back to said client computer a 
request for said application\program to take an action; 

(c) receiving an indication of a response of 
said application program actior^ back from said client 
computer; and 

(d) repeating (b) and\(c) multiple times so as 
to run said application program through a diagnostic 
sequence . 

29. The apparatus according to claim 28, wherein 
said diagnostic sequence is provided Vo a debug program of 
a server computer by a user of said server computer. 

30. The apparatus according t© claim 28, wherein 
said diagnostic sequence is preprogrammed\into a debug 
program of a server computer. 
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11. The apparatus according to claim 30, wherein 
the running \of said preprogrammed diagnostic sequence is 
paused by a user of said server computer and control of 
said debug program is transferred to said user of said 
server computer^ and further comprising: 

(e) transmitting to said client computer a 
request for said Application program to take an action; 

(f) receiving a graphics file including pixel 
information for a graphics image displayed on a display 
screen of said clienA computer in response to said action; 

(g) displaying said graphics image on a display 
screen of said server cWputer; and 

(h) repeating\ (e) through (g) multiple times so 
as to allow said user of ssaid server computer to 
interactively debug said application program by 
transmitting requests for saVd application program to take 
certain actions in consideration of graphics images defined 
in graphics files received fronijsaid client computer in 
response to prior such requests. 



A method implemented in a server computer 
for remotely \iebugging an application program over the 
Internet , comprising : 

(a) receiving a request from a client computer 
over the Internet tNj debug an application program of said 
client computer; 



(b) transmi 
request for said appFi^fa 



hg back to said client computer a 
on program to take an action; 
(c) receiving a Ngraphics file including pixel 
information for a graphics image displayed on a display 
screen of said client computerNin response to said action; 
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(M) displaying said graphics image on a display 
screen of a server computer; and 

(e)\ repeating (b) through (d) multiple times so 
as to allow a \user of said server computer to interactively 
debug said application program by transmitting requests for 
said application program to take certain actions in 
consideration on graphics images defined in graphics files 
received from said client computer in response to prior 
such requests. \ 

33. The method according to claim 32, wherein 
said graphics file ite in a GIF, JPEG or TIF graphics file 
format. ^ \ 

34. The method according to claim 32, further 
comprising, prior to (b\: A s 

(al) receivingV^nTidentif ication of said 
application program f ra/ Bald client computer; and 

(a2) checking saVd application program 
identification against an application program 
identification list to confirm that a contractual 
obligation exists to debug s&id application program. 

35. The method according to claim 34, further 
comprising, prior to (b) : \ 

(a3) receiving an identification of said client 
computer from said client computer; and 

(a4) confirming that said client computer is 
authorized to run said application\ program by comparing 
said client computer identif icatiom against an authorized 
client computer identification. \ 



Express Mail No. EK7998754 74US 



Docket No. CREO.005US0 



A6. The method according to claim 32, further 
comprising, prior to (b) : 

(a90 receiving a user identification and user 
password from\said client computer; and 

(a6) Verifying that said user identification and 
said user password are valid. 

37. AnNapparatus for remotely debugging an 
application prograrrk over the Internet, comprising a server 
computer including a\ debug program for: 

(a) receiving a request from a client computer 
over the Internet to debug an application program of said 
client computer; \ 

(b) transmitting /back ^feo said client computer a 
request for said applicatWijtfJrogram to take an action; 

(c) receiving / ^\graphics file including pixel 
information for a graphic^ mage displayed on a display 
screen of said client computer in response to said action; 

(d) displaying saidv graphics image on a display 
screen of a server computer; anM 

(e) repeating (b) thrWgh (d) multiple times so 
as to allow a user of said serverXcomputer to interactively 
debug said application program by transmitting requests for 
said application program to take certain actions in 
consideration of graphics images defined in graphics files 
received from said client computer in Vesponse to prior 
such requests. \ 
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